
2-Factor Strong Authentication with VASCO 
aXsGUARD Identifi er for Citrix Web interface 

Experience in 2 days the 
benefits of aXsGUARD 
Identifier

How? By implementing a VASCO 
aXsGUARD Proof of Concept

To explore and discover the possibilities of Identifi er, 
we help you to build a small environment. In this 
environment you will discover the benefi ts of using 
two-factor authentication combined with Citrix Web 
interface and windows Logon. The PoC architecture 
will be built within your own environment to create an 
as realistic possible situation.

If this Proof of Concept is successful you can be assured 
that a broader implementation will work as well, which 
will increase the security level of your environment.

What we will do for you

Day 1

• Kick off meeting: setting the goals for the 
Poc and giving an overview of the aXsGuard 
Identifi er

• Installation of aXsGuard Identifi er and preparing 
for use in customer network

• Setup Identifi er as RADIUS, create policy and 
client

• Create Web interface site that uses Radius and 
AD to authenticate

• Test policy and authentication with OTP
• Setup 5 test users
• Explaining how to create users and assign 

tokens

Day 2

• Evaluation workshop of half a day
• Defi ning “next steps”

Request your PoC now

interAct
Tim Huygen
Tel 03 870 60 20 and ask for Tim
tim.huygen@interact.be
www.interact.be/vasco
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Why 2-Factor Authentication? 

2-factor Authentication is just much more secure. With 
the implementation of VASCO aXsGUARD Identifi er 
you can increase the security level of your environment 
for your remote users, local desktop users in both 
physical and virtual environments



Proof of Concept

The proposed environment

Possible extensions

You can even enrich the Proof of Concept aXs 
Guard Identifi er by adding other services you 
would like to test.

• Second Identifi er for redundancy
• Installation with Citrix Access GateWay 

Standard or Enterprise
• Alternative installation of IdentiKey Server 

instead of aXs Guard appliance
• Setup strong two-factor authentication for 

Windows Logon

1. Strong protection of any point-of-access to 
your corporate infrastructure and data.

2. Time-based strong authentication generating 
unique access codes on the fl y.

3. Strong authentication with little to no impact 
on your current infrastructure.

4. Fully Active Directory integrated without 
changes to the AD. 

5. Scalable from 5 to +10.000 users
6. Extensive logging to reduce helpdesk reaction 

times
7. No need for a password policy in Active 

Directory
8. No additional software, services,... required 

plug-and-play
9. Banking security for your environment
10. Highly available solution to maximize user 

productivity

10 reasons to request a PoC
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Citrix XenDesktop 
Farm

Citrix Web interface

Citrix XenApp 
Farm
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